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No One is Safe From Cyber Attacks

Technology

Media Defense

Automotive

International Technology FinancialGovernment Infrastructure Cyber Security
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What Can a Hacker Do?

Scan for
open ports

Perform man
in the middle attack

Exploit a vulnerability 
(logical or implementation)

Steal sensitive data from 
connected components Access in-vehicle network 

to disrupt vehicle operation

Manipulate 
steering

In-Vehicle 
Network Manipulate 

brakes

…
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Tesla Hacked by a Drone 

Source 

Attack via Wi-Fi from a distance of up to 100 meters (roughly 300 feet)

● From a drone a hacker could:
○ Open doors
○ Change seat positions
○ Play music
○ Control the air conditioning
○ Modify steering and acceleration 

modes

https://www.youtube.com/watch?v=krSj81thN0w&t=16s
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● More  and more software than ever before 
● Connectivity on the rise 

○ Telematics, GW, ADAS, Infotainment, in-
vehicle service based communication

○ Increase in Android systems 
● High Performance Computer (HPC) Architecture
● Trend to autonomous vehicles 

Modern Vehicles Becoming Increasingly 
Vulnerable 

Changes Introduce New Risks!!!
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OEMs Speak Out: CEO, GM 

…Cybersecurity is a systemic concern for our industry…this 
collaboration among carmakers is important because a critical 
breach at one company will impact the entire industry.

Mary Barra,  February, 2020
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In Recognition of Seriousness of the Threat 

June 2020, UNECE passed regulation mandating automotive cyber security, also known as UNR 155.

“ECE-TRANS-WP29-2020-079-Revised”
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UNR 155 Implementation Milestones

Jan: UN Regulation 
entry into force*

JUNE 
2020

20222021 2023 2024

Jul: End of transition 
(no more “adequate CSMS” or 

appropriate “annex 5 alternatives”)

Jul: Japan & EU 
entry 

into force**

Apr: UN Regulations 
applied to L3 & L4 

vehicles** into force*

Nov: UN Regulations applied  
to all OTA capable vehicles in 

Japan** into force*

* Industry expectation
** Japan Ministry of Land, Infrastructure, Transport and Touring (MLIT)

** European Union “General Safety Regulation” (GSR) (Regulation (EU) 2019/2144)

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2019.325.01.0001.01.ENG&toc=OJ:L:2019:325:TOC
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● 7.2.2.2. (d): “...the risks identified are appropriately managed.”

● 7.2.2.2. (g): “...monitor for, detect and respond to cyber-attacks, threats and vulnerabilities…”

● 7.2.2.3: “...vulnerabilities which require a response...shall be mitigated within a reasonable timeframe.”

● 7.3.7 (a): “...and prevent cyber-attacks against vehicles…”

● 7.4.1: “...mitigations implemented are still effective…”

● 7.4.2.: “...require the vehicle manufacturer to remedy any detected ineffectiveness.”

UNR 155 Key Provisions



10

What does it mean for the OEM  

VEHICLE 
CYBER-RISK 

MANAGEMENT

RISK 
ASSESSMENT

TESTING 
PROCESSES

Risk management 
throughout the 

product lifecycle

Exhaustive 
process of 

identification, 
assessment, 

categorization and 
treatment of risks

Cybersecurity 
resilience through 
validation testing 

RESPONSE

Supply-chain, 
development, 

production and in 
the field

Capabilities 
detection, 

monitoring and  
rapid response and 

recovery 

ONGOING 
MONITORING

CSMS Main Processes
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Consulting Services & Technology 

Gap analysis

Strategy & management consulting

Cyber security planning

Cyber security governance, training & culture

Development 
The period before the vehicle type is approved for registration and use in 
road traffic

Production 
The period in which the vehicle type is manufactured and 
there are new registrations for use in road traffic

Post-production 
The period in which a vehicle type is no longer produced 
and there are no operational vehicles of a specific vehicle 
type

Threat analysis & 
risk assessment

Security concept & 
requirements

Technology consulting & engineering services

Technology solutions

C
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Cyber security monitoring, event assessment & incident response

Vulnerability management

Self-assessment audit

Validation testing - penetration testing, code review

Process definition & 
implementation



12



13

Argus at a Glance

65+ million vehicles will be 
secured with Argus technology 
starting 2021 across 14 
production projects, 10 
manufacturers 

Reducing cyber security 
cost and complexity with
reusable software and 
direct OEM engagement

Automotive grade - ASIL-B 
ready and developed in 
alignment with ASPICE 
Level 2 requirements

Partnerships with leading 
industry players 

Seamless  integration
across product portfolio

300 man years invested 
to date in Argus 
technologies

~200 employees with
Worldwide officers in: 
Korea, Japan, Germany, 
France, USA

70 granted and pending 
automotive cyber security 
patents
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Make it as hard as 
possible to attack

Prevent

Detect when you are 
being hacked and how, 

in real time

Detect & 
Understand

Mitigate the damage 
and immunize the fleet 

Respond

Demand for End-to-End Cyber Security 
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End-to-End Automotive Cyber Security

ADAS

BCM

ABS

LOGS & ALERTS

Vehicle data 

enriched with 

external data 

from 

connected 

ecosystemGW
CAN/
Ethernet

Vehicle SOC 
analysts analyse 
and manage the 
incident

3

1
PREVENTION, 
DETECTION & 
RESPONSE 

4
Optional immediate 

response to attacks 

using master IDS

Security configuration update to 

hardening measuresor OTA 

Software Update 

RESPONSE 

2A

2B

DETECTION, INVESTIGATION, 
MANAGEMENT
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● CSMS Gap Analysis 

● CSMS Process 
Definition 

● Type Approval Gap 
Analysis

● Threat Analysis & Risk 
Assessment (TARA)

● Recommended 
Security 
countermeasures

● Pentesting

● Security Testing 
(Validation) 

● Cybersecurity Training

● Technology Consulting

● Incident Response

Argus Services for UNR 155 Across the Vehicle 
Lifecycle

01
Cyber Security 
Management 

System (CSMS)
02 Vehicle Type 

Approval 03 Cyber Security 
Governance
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One of the first times in history of dynamics between attackers and 
defenders cyber security experts have the opportunity to establish

Staying Ahead of the Hackers 

IT - Reactive Automotive - Proactive

a Major Head Start.



THANK YOU
www.argus-sec.com

contact@argus-sec.com


